RESOLUTION FI-R-0151-25
ATTACHMENT A

Vendor Description of Expense

Coalition Incident Response (CIR) Cyber Incident and Forensics Response services for the DP Clerk of the Circuit
Court and 18" Judicial Circuit Court.

Fleishman Hillard Public Relations and communication services related to the April 28th cyber
incident.

Logicalis Remediation services for the DuPage County Clerk of the Circuit Court and the
18th Judicial Circuit Court, ensuring a swift and effective resolution process.

Micro Center New Hardware — The purchase of a network-attached storage (NAS) device for
the Clerk of the Circuit Court.

Constangy, Brooks, Smith & Prophete, LLP Legal consultation regarding breach notification laws.

Heartland Business Systems, LLC Fortinet Digital Forensics and Incident Response consulting services exclusively
for the Sheriff's Office.

Johnson Controls HVAC Services Johnston Controls HVAC repair services. The cyber incident caused the HVAC
system in the Sheriff’s Office jail to malfunction.

CDW-G The purchase of miscellaneous hardware to support the Sheriff’s Office IT
environment.

Assessment First Cyber incident response data mining services for the Sheriff's Office, ensuring a
thorough investigation to determine what, if any, data was lost or compromised
during the incident. REF: 43539022
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